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Paper 2:

Microprocessors in

Fail-Safe Systems

By Mr. C. G. Shook™

INTRODUCTION

In the creation of fail-safe railway control
systems, the designer is confronted with a
myriad of choices. This is perhaps especially
true when applying a new technology, such
as microprocessors, where standards of ac-
ceptance are as yet unestablished.

The current point of debate is the choice
of hardware and software configurations in-
volved in the implementation of fait-safe rail-
road control functions using microprocessors.
We have chosen to pursue the single proces-
sor approach. We are aware, of course, that
ether companies (mainly European) follow
the multiple processor approach to achieve
safety. These appear at first sight to be dis-
tinctly different approaches. However, we note
that the major design techniques used in the
two cases to achieve safety are not that
different.

We hold the belief, shared by many, that it
is possible to implement safe systems with
either single or multiple processor hardware
configurations. We further believe that in many
circumstances there are distinct advantages
to the single processor approach.

The terminology, single processor, as used
herein means the employment of a single
microprocessor to achieve fail-safe design.
While it is possible that such a system may
include more than one processor, the reason
for inclusion of ether processors is not to
create a fail-safe system by having two or
more processors perform the same tasks and
then checking them against one another.
Rather the reason for using multiple proces-

sors in our systems will be to allow partition-
ing of functions, to control the overall system
response time, or to improve system avail-
ability. This concept is illustrated in Fig. 1.

For contrast, the general multiple processor
approach is illustrated in Fig. 2. Here, two or
more processors are involved with executing
the control logic. Some form of cross-check-
ing is included to determine whether the pro-
cessing is free from errors. If more than two
processors are included, increased availability
can also be achieved.

This paper will outline the technical and
marketing environment that led to the choices
made as well as enumerate the design chal-
lenges that had to be met in the creation of
fail-safe systems employing microprocessors.
It will also give some insight into our choices
of solutions, although details of the design
techniques used are not included here. These
can be found in other papers presented to
this Institution and elsewhere.

ENVIRONMENT

There has, for many years, been a fund-
amental difference between European and
North American approaches to safety in rail-
way signalling. North American approaches
have, for the most part, been based on de-
vices with intrinsic fail-safe characteristics
such as the K and B relays of GRS and the
Type P relay of US&S. European approaches
by contrast have tended to use non-vita! de-
vices such as metal-to-metal contact relays.

*G.R.S. Rochester U.S.A.
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Safety is then assured by design techniques
such as redundancy, back checking, cross
checking etc.

Given these fundamental differences that
have existed for decades, it is not too sur-
prising that European suppliers would ap-
proach microprocessor safety system design
using checked-redundancy, cross checking
and ether techniques borrowed from the pre-
decessor relay systems. By the same token,
it is hardly surprising that North American
suppliers would choose the techniques fam-
iliar to them, such as diversity, cycle check-
ing, etc., to build intrinsic safety into a single
processor system.

With the recent exceptions of Conrail and
Amtrak (passenger service), U.S. railroads
have been privately rather than state owned.
There have always been no less than two, and
frequently more, major signal industry sup-
pliers in the U.S. Thus there is inherent com-
petition in the U.S. marketplace with the res-
ulting drive to produce a product which pro-
vides the lowest cost/benefit ratio and simul-
taneously satisfies industry, the individual rail-
road's, and the supplier's own standards.

There are estimated to be more than 2700
multiple crossover interlockings in  North
America as well as a substantially larger num-
ber of single end-of-siding locations. Large
complex interlockings, however, are relatively
few in number, being located in and around
the larger cities. This track configuration is
of course directly related to the large dis-
tances spanned by the North American rail-
roads and to the fact that the traffic is and
has for many years, been dominated by
ft eight rather than passenger service.

This track configuration has further led to
the North American practice of vital interlock-
ing logic being housed in wayside locations
close to the devices being controlled. Remote
control (ctc) is provided from central loc-
ations by communication of non-vital inform-
ation over multiplexed communication facil-
ities.

Much of this is in contrast to the European
situation where distances are shorter, traffic
density is greater, and passenger ftraffic rep-
resents a much greater proportion of the total.
Interlockings are larger with the resulting
larger concentrations of controlled devices.
Prudent system design in these circumstances
has led to larger, centrally located interlock-
ing logic plants, with transmission of vita!
signals to and from the trackside.

HISTORY

GRS has been involved with and thinking
about the use of processors for executing
vital logic for more than twenty years. In
1965-66 we carried out a mainline railroad,
radio cab signal experiment called Zone Con-
trol. At the time we were not satisfied with
the degree of safety provided by the purpose-
built digital processor. However, we felt the
time was not too far distant when we would
be able to satisfactorily use processors for
such purposes.

In 1971, we committed to the design and
supply of a control system for the Rohr Mono-
cab, a people mover to be demonstrated at
Transpo '72, the transportation exhibition held
at Dulles Airport near Washington D.C. This
control system provided all the features of
automatic train supervision (ATS), automatic
train operation (ATO) and automatic train
protection (ATP). The vital train protection
function (ATP) was implemented in dual mini-
computers, each executing the same program.
A fail-safe comparafor allowed the vehicles to
proceed only if the two computers produced
identical results. At the time we were not
totally satisfied with this approach but had no
better solution to offer.

During the exposition in May and June of
1972, the Monocab PRT system under the
control of this multiple processor safety sys-
tem carried more than 10,000 people. Two
separate vehicles, operating simultaneously
on the same guideway, and three guideway
switches represented the potential hazards
against which the safety system provided the
needed protection.

In 1974, we began work as a subcontracfor
on a control system for the Advanced Group
Rapid Transit (AGRT) program of the U.S.
Department of Transportation. This control
system, based on the Monocab demonstration
system, also used dual minicomputers for
achieving safety.

In November 1977, at an AGRT meeting,
much concern was expressed over how to
assure the correctness of two complex, iden-
tical software programs such as were being
designed for the AGRT project. No conclusion
was drawn, leaving the uneasy feeling that
this would always be an area of risk.

When the primary contractor of the AGRT
program decided in 1978, to drop the line of
business, our only active connection with
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multiple-processor safety applications was ter-
minated. From that day on, GRS has never
seen fit to resume vital multiple-processor
activity, believing that single-processor meth-
ods are preferable.

The use of processors in vital signalling
applications is, of course, not necessarily
limited to interlocking or train protection
logic. There are a number of safety devices
in use in conventional signalling systems
which are expensive and difficult to manufac-
ture. These, and other devices, can be vastly
improved in performance by digital tech-
niques, if the logic can be made fail-sate and
cost competitive.

One such device is the motor-driven, vital
timer. In 1979 we designed a single micropro-
cessor based vita! timer which was introduced
to the marketin 1981.

Another such device is the mechanical rate
code generafor used for the generation of
coded signals in track circuits and cab signal
systems. We undertook the development of a
single microprocessor based device for this
purpose in 1977.

In July of 1978, a single microprocessor
based vital speed enforcement governor was
field tested on the Airtrans people mover
system at the Dallas-Fort Worth Airport.

Trakode Il, our vital microprocessor based
track communication system was introduced
in 1981, to replace the older all relay version.
None of these small, microprocessor based
safety devices could be made cost effective
and competitive with their predecessors if
multiple processors were required to be used

in their implementation.

DESIGN CONSIDERATIONS

The use of microprocessors, in any con-
figuration, in safety applications, involves gen-
erating task logic that is primordially correct
and a hardware/software system that will
either faithfully execute the task logic or will
revert to a known safe state if hardware fail-
ures result in execution faults. An additional
requirement is the ability to check the hard-
ware 1/0 ports for proper functioning. A furth-
er very desirable feature would be the ability
to predict, with confidence, the rate at which
wrong side failures could be expected to
occur.

The fundamental design approach taken
today does not differ significantly from that in
use for over a century. Namely, one must
determine what can go wrong, design in such

a way that when the possible faults occur the
result is no less safe than if the system were
functioning properly.

There are these who argue that micro-
processors cannot be adequately analyzed in
safety appfications. This is said to be due to
the fact that the component level failures with-
in the microprocessor can neither be ac-
curately predicted nor simulated. While this
statement may be true, it is also true that such
an approach is not necessary. For any failure
that may occur internal to the processor
hardware, it is possible to identify the
complete set of undesirable outcomes. The
task then is to design the system in such a
way as to protect against these undesirable
results of failure.

Approaching the problem from this per-
spective, one determines that the design must
provide adequate assurance that:

- the inputs to the processor are correct
- the program has executed correctly
- the program has not changed in memory
data tables have not changed
inputs and variable data are current
no program segments have been skip-
ped
the outputs are correct
the outputs have not been changed by
device failures.

A major application of microprocessor
safety systems is interlocking control. Fig. 3
illustrates the genera! control process for an
interlocking. In this application we conclude
that three things are necessary in order to
have a safe processor-based system. First, we
must have a set of logic expressions that com-
pletely describe what we wish the interlock-
ing to do. Second, we must have a means
to accurately translate the interlocking logic
expressions into software to be run by the
processor. Finally, we must have a logic pro-
cessor that can be relied upon to either pro-
cess the program exactly as intended or
revert to a known safe state if the processing
is in any way flawed.

Fig. 4 illustrates the fulfilment of these
necessities. For the first part, the primordially
safe interlocking logic, we must still rely on
the signa! engineer. He must do what he has
done since Interlockings first carne into being,
that is describe how the interlocking is in-
tended to operate under all foreseeable cir-
cumstances. His output is a logic expression
set.
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For the second part, a computer-aided
assembly (CAA) package has been designed
to assist the application engineer in configur-
ing the system. The CAA program constructs,
in two independent diverse channels, the vital
data base from the interlocking logic expres-
sion set. It encodes testword values, memory
location assignments, and expression product
term data definitions into PROM code.

To ensure integrity of the vital data base,
the CAA check program reconstructs two
logic expression sets, one from each of the
two independent channels, using only the
PROM code as source. These reconstructed
expression sets are then checked against
each ether and against the original by the
application engineer to ensure that the CAA's
interpretation of the logic expression set is
correct.

For the third requirement, we have devel-
oped Safety Assurance Logic (SAL) which
proves that the primary logic has been pro-
cessed correctly, or it does not allow an out-
put to be delivered.

The Safety Assurance Logic verifies the
performance of the primary logic by making
prescribed tests. These tests are designed to
reveal any failures that could result in an in-
correct output. The mechanism employed is
the generation of checkwords. Each check-
word certifies the accurate completion of a
group of steps. Correct checkwords are not
permanently stored in processor memory. All
tests must be completed on every processor
cycle and new checkwords must be gener-
ated. Therefore, a complete and correct set
of checkwords is assurance that all vital tests
were made and passed.

The checkwords generated during the pro-
cessing cycle are passed to an independent
arbiter, known as a vital driver. This device
is designed sa that the output is allowed to
be delivered only if a prescribed dynamic
output is maintained. Only a full and correct
complement of checkwords, periodically de-
livered and destroyed after each cycle will
allow the correct dynamic output to be main-
tained.

In essence then, the processor contains
two logic systems: the primary logic to per-
form the interlocking logic, and the Safety
Assurance Logic to vitally assure that the
primary logic is accurately executed.

A recent variation on the SAL concept is
referred to as NISAL or Numerically Integ-
rated Safety Assurance Logic. NISAL is sim-
ilar to basic Safety Assurance logic in that

it uses checkwords to prove the processes
have all been performed, the data used is
current, the outputs have not been corrupted,
etc. NISAL differs from SAL in that the check-
words and data are integrated. Each param-
eter is represented by a multi-bit word which
identities not only the state of the parameter,
but also its unique identity. Therefore, for a
Boolean parameter there are two applicable
words, one for its true state and the other for
its false state.

The system is arranged so that the param-
eter representations are affected by every
operation that must be checked. A set of cor-
rect values of the parameter representations
therefore is proof of correct system perform-
ance and that permissive outputs may be
allowed to exist.

The probability of erroneously allowing the
existence of a permissive output is related to
the lengths of the words that represent the
parameters. The langer they are, the less
likely it is that they will, by chance, turn out
to be one of the applicable words when a
failure has occurred.

With basic SAL the checkwords can be
thought of as generated separately from the
data representations, whereas with NISAL the
checks are carried within the data represent-
ations.

While basic design techniques used in deal-
ing with fail-safe microprocessor systems re-
main very similar to these which have been
used for decades, there is now one more
design factor which must be dealt with. Digit-
al and microprocessor systems lend them-
selves readily to statistical! failure prediction.
Formal failure analysis techniques which were
developed in conjunction with military and
aerospace programs are now being applied to
railway signa! systems. One of the advantages
of NISAL over SAL is that the probability of
wrong side failure is more easily predicted
and controlled. The ability to predict numerical
rates of wrong side failure now adds this new
dimension to safety design, that of deciding,
in quantitative terms, what rate of wrong side
failure is acceptable.

In the past, judgement was made as to the
likelihood of each failure possibility and those
deemed to be sufficiently unlikely to occur
were dismissed from further consideration.
These deemed unacceptable were designed
away. The judgement was made on the basis
of intuition and experience. This more sub-
jective judgement of the past was easier in
many respects to deal with.
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CONCLUSION

1 hope | have conveyed the message that
the GRS preference for the single micropro-
cessor method of implementing vital logic
functions did not develop without some under-
standing of and experience with the multiple
processor alternative.

1 also hope to have conveyed the message
that the final choice of hardware and software
configuration can be, and aften is, significant-
ly influenced by factors other than just the
technical ones.

Finally, 1 reiterate my opening statement
that we believe safety can be achieved in
either single or multiple processor configur-
ations.
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